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ABSTRACT

A Research on North Korea’s Complex Military
Threats and Security Preparedness in the 21st Century

Doctoral Thesis of Political Science

Daejin University

Department of Politics, Society, and Psychology Studies
Graduate School

Kwon Chandoo

The key theme of this study is North Korea's increasingly serious
complex threats, such as conventional weapons and nuclear weapons,
and, on the contrary, our security measures. Military confrontation
between the two Koreas 1s intensifying in a situation where disputes
such as the Russia-Ukraine war, Israel-Hamas/Hezbollah war are
frequent, and the hegemonic competition between the United States
and China continues. North Korea adheres to its ‘mass preemptive
attack strategy’ in terms of military strategy for enemyization on
the Korean Peninsula, and 1s likely to threaten our security by
using  ‘hybrid warfare strategy’ with drone warfare and cyber
warfare. This researcher analyzed North Korea's complex threats
using North Korea's mass preemptive attack strategy and the hybrid
warfare strategy used by Hamas and Hezbollah against Israel as a

theoretical analysis framework.
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North Korea's primary war strategy is the mass preemptive strike
strategy, which involves launching a preemptive surprise attack on
the front and rear by mobilizing all forces prior to US military
support. This means that the Korean Peninsula, which has a short
end, will be occupied within 30 days, or the metropolitan area will
be occupied on a limited basis. To this end, North Korea has been
developing large-scale special warfare wunits for WMD strike
capabilities, mechanized, synchronized, lightened forces, and rear
penetration. Also, hybrid warfare refers to a war in which the enemy
combines all forces at a specific time and simultaneously performs
different types of battles to achieve the goal, regardless of
whether it is a war or not, and intensively attacks the weaknesses
of the side with an unpredictable strategy. There is also the
possibility of implementing hybrid warfare using conventional and
WMD/special warfare forces in North Korea, which will be capable of
provocations in various ways, such as normal terrorism using
irregular warfare forces and domestic spies, destruction of major
facilities, kidnapping and killing of factors, full-time attacks on
South Korea using WMD, attacks on normal times using WMD, attacks on
the command and control system by the government or military through
hacking, or large-scale military information leakage.

At the same time, as factors influencing the military sector of
the Fourth Industrial Revolution and the threat of drone and cyber
warfare increase, non-traditional security threats are expanding.
Non-traditional security is a security threat that differentiates or

emerges from traditional security issues in politics, military, and
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diplomacy, mainly in the fields of society, humans (human rights),
economy, food, energy, environment, terrorism, and cyber. This
phenomenon is being promoted as we enter the era of the Fourth
Industrial Revolution, and it is characterized by global, urgent,
traditional deformation, qualitative change, and uncertainty. Cyber
warfare means the spread of the battlefield into cyberspace, where
cyber threats are deployed in a wide range of attacks at low cost,
and are characterized by difficulty in tracking due to the easy
destruction or flight of evidence. North Korea is also committed to
strengthening its cyber warfare capabilities and will seek various
sabotage measures to undermine its war capabilities by targeting
important state and military command and communication systems in
peacetime. It will demonstrate a combination of cyberattacks in the
form of internet hackers in third countries, virus dissemination,
hacking of confidential data, attempts to paralyze the national
network of financial/transportation/logistics/communications, and
psychological warfare 1in the form of propaganda and reverse
information leakage by preempting the mass media. Drone warfare
refers to the multipurpose operation of drones with various forms
and performances during wartime. Drones are also being used as a
major tool for North Korea's strategy against the South. North
Korean drones penetrated into Seoul's airspace in December 2022 and
exposed serious security risks.

Since the division, the threat of North Korea's conventional
military force has been increasing steadily, and it 1is using

excessive force and equipment to the extent that 1t severely

- 114 -



disrupts the lives and economy of North Koreans. Despite economic
difficulties and international sanctions, North Korea's military
might remains threatening, and the army has 15 legions, 84
divisions, and 117 brigades with 1.28 million regular troops. North
Korea also has missiles and long-range artillery capabilities that
are capable of striking the entire Korean Peninsula, and we will
carry out extensive attacks on the Korean government, military
command, U.S. military bases, major airports, and ports, as well as
pray for our troops to annihilate and neutralize their will to war.
Additionally, more than 200,000 North Korean special forces are
anticipated to enter the ground using underground caves and ridges.
From a military and security perspective, it 1is challenging to
respond to North Korea's threats of nuclear weapons and mass
destruction. North Korea can use these weapons systems as a threat,
a negotiated termination, or as a last resort in the event of a
survival threat after achieving an attack goal, and it will use
aircraft or ballistic missiles as a strategy to neutralize our core
military facilities. In addition, about 2,500 to 5,000 tons of
chemical agents are stored in dispersed facilities, and biological
weapons such as anthrax, smallpox, and cholera are known to be
cultivated and produced on their own.

South Korea's security 1is always exposed to North Korea's
conventional and weapons of mass destruction, terrorism, and
irregular warfare. If North Korea launches an attack on hybrid
warfare and non-traditional security, it is revealed that it is

vulnerable to hybrid warfare due to insufficient integration of the
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state's resources and insufficient integrated training between the
civilian and military. Therefore, it is necessary to approach North
Korea's irregular warfare and terrorism separately from regular
warfare 1in terms of military security, and to continuously
strengthen 1ts capacity to prepare for irregular warfare and

terrorism.
*Keywords: mass pre—emptive strike strategy, hybrid warfare, cyber

warfare, drone warfare, Conventional threats, WMD

threats, biological and chemical weapons
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